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Cybersecurity has a rising significance considering the use of ICTs for all 
aspects of Utilities daily business. Computer attacks and digital scams have 
increased alarmingly during these times of uncertainty. 

Electricity companies, members of APUA, on the other hand, are engaged in 
digital transformation efforts to improve user services and performance. By 
becoming electricity companies 2.0, they are more exposed to the threats of 
cyberspace.

It is therefore becoming crucial for organizations to have frameworks in place 
to govern data protection and IT/OT systems. Putting in place adequate 
security and trust solutions is therefore one of the main challenges that must 
be addressed.

In 2022, APUA has organized its first survey on Cybersecurity issues for the
Utilities. The presentation of the results of the 2nd survey aims at showing the
evolution of both preparedness and threats amongst APUA members in 2023.
The survey was conducted from Nov. 2023 till Jan. 2024. 20 companies (36% of
members) shared their information, compared to 14 (25%) for the first survey.

So let’s share some of the results …

Introduction
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85,7% of the Information Security Officers report to the Chief Information Officer. 

Is it the good level?

Are we better prepared or organized?
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More members have an Information Security Policy. 

But the ISMS is still to be sanctioned by a certification.

And audits are not performed on a regular basis ( policy?).

Are we better prepared or organized?

4Workshop On Utility Digitalization And Performance Improvement In Africa - 12-14 February 2024 - Cape Town, South Africa



What if?

37,5% of members have experienced a major incident Knowledge of Information Assets has increased.

on their IT system for more than 12 hours. In 33% of cases, Yet, to improve

it happened several times during the year. 

Are we better prepared or organized?
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40% of members now have a DP 
Policy

50% use protection techniques

Encryption

Pseudonymization

       Anonymization

       …

Are we better prepared or organized?
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Stable, but we have to do more efforts

65% of members forecast an increase 

in the training budget

Remember: people (we) are the “weak link” in the cybersecurity fight.

Are we better prepared or organized?
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How real is the threat?
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https://www.darkreading.com/cyberattacks-data-breaches

• 31/01/2024 Fulton County Suffers Power Outages as Cyberattack Continues

• 30/01/2024 'Cactus' Ransomware Strikes Schneider Electric

• 30/01/2024 Feds Reportedly Try to Disrupt 'Volt Typhoon' Attack Infrastructure

https://www.darkreading.com/cyberattacks-data-breaches
https://www.darkreading.com/cyberattacks-data-breaches/fulton-county-suffers-power-outages-cyberattack
https://www.darkreading.com/ics-ot-security/cactus-ransomware-schneider-electric-sustainability-division
https://www.darkreading.com/cybersecurity-operations/us-govt-reportedly-trying-to-disrupt-volt-typhoon-attack-infrastructure


How real is the threat?
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From 7 attacks in the last 12 months 

to …

26 000 000 (mostly viruses, worms …)

Phishing, malware, ransomware on 
the rise

50% of members attacked have lost 
data

In one case, several times

An interesting question: what do we call “an attack”?



How real is the threat?
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• 5% of members have suffered an attack on their ICS/SCADA systems, 
causing an interruption of service between 6 and 12 hours.



Let’s talk about money for a minute
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An average budget of 371 kEUR

Only 0,07% of company’s turn-over

Yet, better than 0,04% in 2022

80% forecast an increase of budget

Another interesting question: what are the costs of incidents?



1. The threat is real

2. We are getting prepared … but too slowly. We could be short of time against 
hackers.

3. Our Boards & CEOs need to understand that more money has to be put on the 
table

4. Cybersecurity efforts must be made within an enterprise governance 
framework

5. APUA needs you to respond to surveys in order to better understand the 
threat and develop more accurate services

Key Takeaways / Recommendations
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Thank you

Any questions?
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Alexis RECHAIN

Str@tec-arc

arechain@stratec-arc.com 

mailto:arechain@stratec-arc.com


Vulnerability notices

Annex slide
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• Cybersecurity & Infrastructure Security Agency (CISA) – Alerts & 
Advisories

https://www.cisa.gov/news-events/cybersecurity-
advisories?f%5B0%5D=advisory_type%3A95 

• CVE Mitre - https://cve.mitre.org/ 

• CVE Details - https://www.cvedetails.com/ 

• SHODAN - https://www.shodan.io/ 

Annex slide
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https://www.cisa.gov/news-events/cybersecurity-advisories?f%5B0%5D=advisory_type%3A95
https://www.cisa.gov/news-events/cybersecurity-advisories?f%5B0%5D=advisory_type%3A95
https://cve.mitre.org/
https://www.cvedetails.com/
https://www.shodan.io/
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